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Overview: Effective 15 October 2022, Visa will discontinue support of 3-D Secure 1.0.2 and related technology.

Visa Secure is designed to make online payments more secure by enabling an T ——
. . . . Mark Your Calendar:

issuer to authenticate its cardholders, thus ensuring payments are made by the

legitimate owner of the account. 3-D Secure (3DS) is the specification that defines Visa will discontinue

the messages and data that enable the authentication to occur. 3DS 1.0.2 is the support of 3DS 1.0.2
original version of the specification that was introduced over 15 years ago. An Attempts Server (16
updated version of the specification, EMV® 3DS, was published in October 2016, October 2021)

and provides for a seamless user experience, enhanced data exchange for better Visa will discontinue

fraud management and authorization decision making, and support across multiple support of 3DS 1.0.2 (15
payment channels and devices. October 2022)

Visa is committed to supporting the industry's transition from 3DS 1.0.2 to EMV 3DS; therefore, effective 15
October 2022, Visa will discontinue support for 3DS 1.0.2 and all related technology.

To give clients more time to prepare for the full sunset of 3DS 1.0.2, Visa has decided to revise the rule change
that was announced in the 16 April 2020 edition of the Visa Business News to remove merchant fraud liability
protection on 3DS 1.0.2 transactions.

Effective 16 October 2021, Visa will continue to support 3DS 1.0.2 transaction processing, including the 3DS 1.0.2
Directory Server (DS), but will stop support of 3DS 1.0.2 Attempts Server for non participating issuers. After 15
October 2021, Visa will respond with a Verify Enrollment Response (VERes) = N to all authentication requests
when the issuer does not support 3DS 1.0.2 (e.g. BIN range does not have an access control server [ACS] URL
listed in the DS).

If an issuer continues to support 3DS 1.0.2 after 15 October 2021, it will be able to respond to merchants with a
fully authenticated response and Cardholder Authentication Verification Value (CAVV), and merchants will obtain
fraud liability protection. These transactions will be blocked from fraud-related disputes’ in Visa Resolve Online.
Issuers wishing to stop support of 3DS 1.0.2 must request that their Bank Identification Number (BIN) ranges be
removed from the Visa Secure DS.

Visa Secure Using 3DS 1.0.2 Prior to 16 October 2021 Beginning 16 October 2021

Fraud liability with issuer (Electronic

Fully authenticated (Issuer participates) Commerce Indicator [ECI] 05)

No change
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Attempted authentication (Issuer
participates and ACS is unavailable or Fraud liability with issuer (ECI 06) No change
respons VERes = N)?

Attempted authentication o L
o Fraud liability with issuer (ECI 06) Fraud liability with merchant (ECI 07)
(Issuer does not participate)

Re-enabling the 3DS 1.0.2 Card Range Message Pair

For merchants to determine which issuers continue to support 3DS 1.0.2 after 15 October 2021, Visa will re-enable
the Card Range Request (CRReq) and Card Range Response (CRRes) messages for 3DS 1.0.2 that had been
previously disabled. Merchant server plug-ins (MPIs) can send the CRReq / Res message to the Visa Secure 3DS
1.0.2 DS, and a list of all issuer BIN ranges participating in 3DS 1.0.2 will be returned. Providers of MPIs will need
to make updates to include the use of these messages.

Note: There will be no changes to the Visa Secure EMV 3DS rules.

! Fraud-related disputes include Dispute Condition 10.4.

2The Visa Attempts Server will continue to stand in.

EMV® is a registered trademark in the U.S. and other countries and an unregistered trademark elsewhere. The EMV trademark is owned by EMVCo, LLC.

Additional Resources

Advance Copy of the Visa Rules
The advance copy of the upcoming Visa Rules illustrates the associated rule changes that will be reflected in the

next edition of the publication. If there are any differences between the published version of the rules and this
advance copy, the published version of the rules will prevail.

Sunset of 3DS 1.0.2 and Verified by Visa Brand (Advance Copy)

Sunset of 3DS 1.0.2 and Verified by Visa Brand (Advance Copy) (V PAY—Europe only)

Documents & Publications

"Merchants Using 3DS 1.0.2 Will No Longer Receive Fraud Liability Protection,” Visa Business News, 16 April 2020
Online Resources

For more information, refer to the program documentation available from the Visa Secure section at Visa Online.

Note: For Visa Online resources, you will be prompted to log in.

For More Information

AP, Canada, CEMEA, LAC, U.S.: Contact your Visa representative. Merchants and third party agents should
contact their issuer or acquirer.

Europe: Contact Visa customer support on your country-specific number, or email CustomerSupport@visa.com.
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https://secure.visaonline.com/_layouts/GVOL/GVOLStream.aspx?filename=%5Croot%5Ccontent%5Cdam%5Cgvol%5Cen%5Creference-library%5Cnews-and-communications%5Cvbn-articles%5C2021_Q2%5CAI10745-AC.pdf&contenttype=application/pdf
https://secure.visaonline.com/_layouts/GVOL/GVOLStream.aspx?filename=%5Croot%5Ccontent%5Cdam%5Cgvol%5Cen%5Creference-library%5Cnews-and-communications%5Cvbn-articles%5C2021_Q2%5CAI10745-AC-VPAY.pdf&contenttype=application/pdf
https://secure.visaonline.com/_layouts/GVOL/GVOLStream.aspx?filename=%5Croot%5Ccontent%5Cdam%5Cgvol%5Cen%5Creference-library%5Cnews-and-communications%5Cvbn-articles%5Carchive%5CAI09869.pdf&contenttype=application/pdf
https://secure.visaonline.com/SitePages/Section.aspx?pageid=6.3.9.0.0
mailto:CustomerSupport@visa.com

Notice: This Visa communication is furnished to you solely in your capacity as a customer of Visa Inc. (through its operating companies of Visa U.S.A Inc., Visa
International Service Association, Visa Worldwide Pte. Ltd, Visa Europe Ltd., Visa International Servicios de Pago Espafa, S.R.L.U. and Visa Canada Corporation) or its
authorized agent, or as a participant in the Visa payments system. By accepting this Visa communication, you acknowledge that the information contained herein
(the "Information”) is confidential and subject to the confidentiality restrictions contained in the Visa Rules, which limit your use of the Information. You agree to
keep the Information confidential and not to use the Information for any purpose other than in your capacity as a customer of Visa Inc. or as a participant in the
Visa payments system. You may disseminate this Information to a merchant participating in the Visa payments system if: (i) you serve the role of “acquirer” within
the Visa payments system; (i) you have a direct relationship with such merchant which includes an obligation to keep Information confidential; and (iii) the
Information is designated as "affects merchants” demonstrated by display of the storefront icon (=) on the communication. A merchant receiving such
Information must maintain the confidentiality of such Information and disseminate and use it on a “need to know" basis and only in their capacity as a participant
in the Visa payments system. Except as otherwise provided, the Information may only be disseminated within your organization on a need-to-know basis to enable
your participation in the Visa payments system. Visa is not responsible for errors in or omissions from this publication.
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